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ARP

ARP.EXE

arp -4
C:\>»arp -a

Interface: 203.74.205.111 --- 0X10003
[nternet Address Physical Address
203.74.205.1 00-10-Tbh-¢1-ec-98
203.74.205.3 00-10-b5-3a-91-75
203.74.205.7 00-10-b5-34-91-b8
203.74.205.11 00-10-b5-3a-91-d¢
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arp -d [IP {ii#k]

O

C:\zarp -a

Interface: 203.74.205.111 --- OX10003

Internet Address Physical Address Type

203.74.205.1 00-10-7Tb-c1-ec-98 dynamic =

203.74.205.3 00-10-b5-3a-91-75 dynamic |
203.74.205.7 00-10-b5-3a-91-b8  dynamic | TooH +HiCR
203.74.205.11 00-10-b5-3a-91-dc dynamic -

Cizarp -d 203.74.205.11 =—I{lER 203.74.205.11 303 fl B



C:\>arp -a

Interface: 203.74.205.111 --- 0X10003

Internet Address Physical Address Type

203.74.205.1 00-10-7b-cl-ec-98 dynamic
203.74.205.3 00-10-b5-3a-91-75 dynamic
203.74.205.7 00-10-b5-3a-91-b8 dynamic

-— /7 203.74.205.11 ;5 R 8
C:\>
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arp -s [IP fii#ik] [MAC fifdk]

Ci\zarp -s 203.74.205.42 00-00-e¢8-97-73-86 ~e—— 7 I 30 T ke

Ci\>arp -4

Interface: 203.74.205.111 --- 0X 10003

Internet Address Physical Address Type
203.74.205.1 00-10-Th-cl-ec-98 dynamic
203.74,205.3 (M-10-b5-3a-91-75 dynamic
203.74.205.7 00-10-b3-3a-91-b% dynamic
203.74.205.11 O0-10-b5-3a-91-dc dynamic
203.74.205.42 00-00-¢8-97-73-86 statig

P RCER, GTELL Type BAZ(AES static

Cile
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O arpwatch

Date: Mon, 20 Mar 2006 16:24:00 +0800
From: Arpwatch <arpwatch@localhost.localdomain>
To: root@localhost.localdomain

Subject: new station

hostname : <unknown:
ip address: 203.74.205.96
cthernet address: 0:0:e¢8:97:73:95
c¢thernet vendor: Accton Technology Corporation
timestamp : Mon, Mar 20, 2006 16:23:25 +0800
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arpwatch -d

ARP

# arpwatch -d

From: arpwatch (Arpwatch)
To: root

Subject: new station



hostname :

1p address:
cthernet address:
ethernet vendor:
timestamp :

<unknown>

203.74.205.22

0:0:¢8:97:70:¢ca

Accton Technology Corporation
Mon, Mar 20, 2006 16:28:59 +0800
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Sequence Number

O 2 Bytes,
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Request

O Echo Request Echo Reply

, ldentifier  Sequence
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Echo Request Echo Reply
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O Echo Request

O Echo Request
Echo Reply  Optional Data
Echo Request

O Echo Reply
Optional Data ,
Echo Reply
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O Code

m]l Host

m3, TOS and Host

IP

IP
IP

IP

IP

TOS
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Router IP Address

O Redirect ICMP Router IP
Address IP Payload 2

Router IP Address (32 Bits)

[P #EHEH Payload (KA 7E)
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O 4 Bytes,



P

Payload

O

IP

1P
8 Bytes

IP Payload
IP

oY



9-5-5

O
IP
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O Code 0 1,

m O, TTL count exceeded TTL
1 IP , IP

m 1, Fragment reassembly time
exceeded IP IP
Fragment

IP Fragment, IP
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m2.
m 3.
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PING

oing 127.0.0.1

0ing
0ing
0ing
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IP
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1. ping 127.0.0.1

012/7.0.0.1
8

O

Loopback

127.0.0.1
Loopback

TCP /7 IP

o)e



2. ping IP

0 1 TCP / IP

IRQ



3. ping

O
98

PING

IP

Windows

7



4, ping

|P

PING

IP

IP
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5. ping

u
PING
Hinet
DNS

WWW

www. hinet.net.
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PING

OPING
PING [Z2#] [#duk=k 1P f7hk]

OPING

# 9.09 PING #y2By

" #if7 DNS K
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PING

O

PING DNS

C:\>ping -a 168.95.192.1
[ B R 5 #1044 6

Pinging hntpl.hinet.net [168.95.192.1] with 32 bytes of data:

Reply from 168.95.192.1: bytes=32 time=1292ms TTL=55
Request timed out.—

Request timed out. |— & mEeny sl n gE, e Lt g

Request timed out.—

Fing statigtics Tor Lol ]

Packets: Sent = 4, Received = 1, Lost = 3 (75% loss),
Approximate round trip times in milli-seconds:

Minimum = 1292ms, Maximum = 1292ms, Average = 323ms 72






PING

FOE A 2 (EE SR

BB RS 5 B
C:\>ping -n 2 -w 5000 168.95.192.1
Pinging 168.95.192.1 with 32 bytes of data:

Reply from 168.95.192.1: bytes=32 time=1192ms TTL=55
Reply from 168.95.192.1: bytes=32 time=1442ms TTL=55

Ping statistics for 168.95.192.1:
Packets: Sent = 2, Received = 2, Lost = 0 (0% loss),
Approximate round trip times 1n milli-seconds:

Minimum = 1192ms, Maximum = 1442ms, Average = 1317ms
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TRACERT

O Windows
Ox / 2000 /7 XP / 2003
Unix Linux traceroute,
ICMP , UDP
O 12 UDP ,

http://www.develcon.com/kb/1014.ht
m
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TRACERT

O TRACERT
TRACERT [Z22#] [#dul=¢ 1P {i74l]

O TRACERT
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TRACERT

0 , TRACERT

C:\>tracert 168.95.192.1

Tracing route to hntpl.hinet.net [168.95.192.1]

over a maximum of 30 hops:

| <10 ms <I0 ms <l0ms 203.74.205.3

2 <l0ms <10 ms <10ms cl137.h20314917415.net.tw [203.149.174.137]
3 S0ms 60ms 60ms 10.1.1.70

] 60ms 60 ms 60ms c248.h202052070.1s.net.tw [202.52.70.248]

5 290 ms 60ms 60ms ISNet-PC-TWIX-T3.rt.is.net.iw [210.62.131.225]
6 T0ms 50ms T7O0ms 210.62.255.5

7 50ms 70ms S51ms 210.65.161.126

8 Slms 50ms 50ms 168.95.207.21

9 60ms 50ms 50ms hnipl.hinet.net [168.95.192.1]

Trace complete. 8¢
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O

O

192.168.0.40
, PING
192.168.0.140

NetAnalyzer
ICMP
Echo Request / Echo Reply
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PING

e H "'J 4 ¥ Echo Request/Echo Reply '“{".': | {4 Echo Request

M

- A%

e EEEHE

-y | * L
1 0.000000 192.168.0.40
no1l 192.16B.0.14 = 1

0.4 192. 168 .14 [ M Echo (ping) raguast

teinﬁj requast

lpLng raplyr

- ALY 192.166.0.14 194 . 168.0. 40 i Eche (ping) reply
1 192.166.0.40 192.16B8.0. 140 [THE Eche (ping) reguest
3 19z.1eE.0.140 192.166.0.40 [CHE Eche (ping) raply

J.00uUlss 1Y, 1bE UL 40 19<.1bb.U. LU Lk
£ 4.000351 1%92.166.0. 14C 19£.108.0. 40 [CHE

5= Ly = P R | Iguest

ho (ping) reply
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PING

OType =8 Code =0, Echo
Request

(2

®\Windows 2000 PING :
Identifier 512

4 Echo Request Seqguence
Number : 256

032 Bytes Optional Data

O]



Youree

L1ima=
[ . OO0 oD 192, 168.0.40

llestinaticn

a4y 1 {8 Echo Reply

92.168.0. 140 TCMP

0.000118 192.168.0.140

192.168.0. 40 ICcMP

3. 0001  192.1e8.0.40

1492 . 1e8.0, 140 lCMP Eecho iping) reguest

.40 [CHP Echo (ping) reply
zho (ping) request

cho (ping) replw

J b B P

[
I
i
[n]
f

. 140 ICHP Eecho (ping) reguest
A0 ICHP Echo (ping) reply

[
T
o
o O O O O gD
'
=
—
']
=
P
=)

sourcE: 19:2.1ed.0.140 (192,
Degtination: 192.1563.0.40

Internet Control M sage Prot

spa | Echo 105 reply )
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PING

OType =0 Code =0, Echo
Reply

(2

©Echo Reply Identifier

Echo Reguest :
512

OEcho Reply  Sequence Number
Echo Request :
0 x 9800

O©Echo Reply Optional Data
Echo Reqguest



4% 2 18 Echo Request

Time Destination
. L 192.1 L 13 0ad.0.1% I CME
=. . 141 192, 158 . U. 2 LMt Echo |[plng raply
aE.0.40 192.168.0.140 ICHE Echo [(ping) I‘Bq‘I.IEE-t_]

L0, 140 192 . 1s8.0. 40 TCHE Echo [(ping) r=ply

1.000118
0.997291

|

1
0. 8997473 14

I

1

1

1

1.998704 192.168.0.40 1592, 166.0. 140 TOME Echo (ping) reguast
6 1.998B683 2 3. 0. 140 192, 168.0.40 TCME Echo (ping) reply
7 3.000175 2.168.0.40 192.168.0.140 ICHF Echo [ping) reguast
i J.UUuasl £ g .. 140 192 . 168 .0 . 4L LCME Echo |plng) raeply

Source: 192.168.0.40 (192, 168.0.40) -

Destination 192. 168.0. 14 1L .1a8.0.140
—- Internaet Control Message Protocol
T A (Echo (ping) regquest

hecksun b2 rrect
1f1aT: LU= |

loENT

byrtEs |

-
.Il

Sequence Number #155 0x9000, & 256 “HFY 0x9800,

JRENE 1 [ Echo Request BY Sequence Mumber {4

I-'.'.Ill i1 17 .“-i-" ] .|'|!|-| I PR i [
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Time
M

997791

SOUrCs

92, 161

a
1

- I

= (i

. 14U

9% 2 18 Echo Reply

| plncg
Pl
[pilng

0.9974v3

192.168.

192.168.0.

(ping]

L.4938r704

192, 1B8. 01

[plng
(1
(pimg
[ping

Teilas
T |
L

' . L 0.140
astination: 14 1E=.0.4
np et T b
Ivpm: | ~ha (1 | =)

1ack ¢ Db e

dentifier: O0x0Z200
Segquanse numbar: 99

” i g

Sequence Number #817ELHE 2 (# Echo Request $HIH]
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9-7-2 TRACERT

0 192.168.0.40
: TRACERT

www.hinet.net
168.95.1.88

IP
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TRACERT

C:\>tracert www. hinet.net

Tracing route to WWW HINET. NET [168.95.1.88]
over a maximum of 30 hops:

¢230.h202052070.as.net.tw [202.52.70.230]
c49. h21006213 1.as.net.tw [210.62.131.449]

tp-s2-c12r2.router.hinet.net [211.22.32.202]
tp-b-c6r2.router.hinet.net [168.95.2.49]

] <lms <lms <lms 192.168.0.3

2 2 ms | ms 1l ms c29.h0610132250s.net.tw [61.13.225.29]
3 103 ms 210 ms 282 ms 10.1.1.70

4 183 ms 66 ms 144 ms

5 160 ms 194 ms 93 ms

6 2060 ms 8]l ms 173 ms 211.78.150.69

7 i Request timed out.

B 256 ms 256 ms 245 ms 211.22.41.238

0 285 ms 322 ms 339 ms

10 294 ms 206 ms 267 ms

11 307 ms 312 ms 48] ms www.hinct.net [168.95.1.88]

Trace complete.
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TRACERT

m tracert 3 Echo Request
3 , 11
10 + ,

66 V4

, 3
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0 1 Echo Request 1
Time Exceeded 1

Echo Request Echo Reply
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TRACERT

H& T
bt & & Defank -

He. Time e ] Dastination Prat... Infa
1. 000 132 _16E8.0. 4i 158,495, 1. 8F i

2 0.000242 192.158.0.3 192.168.0.40 ICHP

i 1. LICIL] 19 . 160,10, 4l 15H,495.1. I ME
1. O006S 192_1608.0. 192 . 168.0. [CHF Tin

request

Time-to-11ve szceadad

| €

lend/eT CheCsESTm IFEda’s carract
Source: 132.166.0.3 (192.168.0.3)——))
le=t tioh ! 9. L4 197, .3 -————————'!}
= [htarnat Contral Massage Protooss 1

T 11 [(Tim&-—te

Halel- I'TL acjusals i1 B tramsit ‘ﬂ'

Raady EIRHEEE R = 63 fEE

i 9-20 = 118 Time Exceeded F#41
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TRACERT

(1 1
Source Address

(2 TRACERT

OICMP  Type
Exceeded

4
O,
Exceeded

IP

Time

TTL
Time

1,

P

1C



TRACERT

bl .

192.168.0.40

Ue=stinaticon

: 192.168.0.4 I CMI
168.95.1.68

i 149, loa.U. 4

Bineg ranly

Echo (ping) reguest

ping I'eply e

B n= I
-I—':- = =2
- [ Fi
I |:‘|'l
i nogth

0l

Hime fo live: 1T

L]

I!-II'

L] =

1t r]__'"-I:r . ] Ty

.:':. . o1 et . }']'i'J, :}J[J'ﬂ 1]

regquest f—l— Echo Reqguest

i Zirfe 1

T 1[Fj|iuhu1l€uq;¢wﬁ

Loahs 11

i
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